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Introduction

Hardware hacking is increasingly important as more devices become connected. Systems are moving beyond standard
hard drives and CPUs and security professionals find themselves at a loss without purpose built tools. This whitepaper
aims to solve the biggest challenge facing a security professional that is looking at a hardware device: acquiring the
target. To that aim, this paper contains information on reading and writing eMMC flash devices through the use of an SD
Card reader/writer. Techniques for learning how to recognize eMMC flash, identifying the correct eMMC pinout, attaching
to eMMC flash within an embedded device, and selecting the correct USB SD card adapter for use in reading/writing to
flash will be addressed. Properly equipped, security professionals should gain the ability to read the code from targets and
use that in their standard analyses. We urge readers to read this entire paper before attempting to utilize this technique as
there is crucial information spread throughout and, as with all hardware, a misstep could break the target hardware.

Prior work

There have been many different papers and presentations on auditing hardware in the past, and several of them went into
the topic of acquiring the code from the target. One such example comes from Micah Elizabeth Scott (@scanlime). On
her blog, Micah discussed how she went about reverse engineering an eMMC flash pinout from a Nintendo DSi console.
She stated that her intention was to build a passive sniffer to view the CPU’s attempts at reading and writing from flash’.

Following her post, we began our research on eMMC flash and eventually demonstrated some of our work at the DEF
CON 212 security conference in 2013. Over the following years we have developed a systematic approach of identifying,
reading, and writing eMMC flash as well as a set of specialized low-cost tools we use to simplify the process. The main
benefit from the current work being presented is that it takes into account this breadth of experience and distills that
experience into standard procedures and advice.

Introduction to eMMC flash

Before eMMC, many different types of Flash storage were in use within electronic devices. Flash chips required
programming parameters a priori that were specific to the vendor, model, and sometimes revision of the flash chip.
Additionally, each device manufacturer was required to implement algorithms such as data whitening, bad block handling,
and other low level nuances. The Embedded Multi-Media Card, more commonly known as eMMC, was designed to
address these shortcomings and has become one of the most prevalent types of flash storage media in the world. eMMC
flash exists in a wide range of devices including phones, tablets, televisions, automobiles, and refrigerators. Developed by
the Joint Electron Device Engineering Council (JEDEC), eMMC in now in revision 5.1 of the specification which has
increased speed and capabilities over previous revisions.

According to a 2014 NXP Presentation, there are an estimated 4.375 Billion eMMC chips on the market®. Although this
seems a bit farfetched, the first five Samsung Galaxy Smart Phones (Galaxy S - 24M*, Galaxy S2 - 28M5, Galaxy S3 -
30M8, Galaxy S4 - 20M’, Galaxy S5 - 12M?®) sold over 110 million units, and these numbers are on the low end of the
public figures.
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eMMC flash has become prevalent in many devices due to its low cost, speed, multitude of storage sizes, smaller
footprint, lower power usage®, and integrated controller. This allows engineers to create smaller, lower power, less
complex boards, with faster development cycles afforded by an easier to use interface. The eMMC interface is similar to
that of a Multi-Media Card (MMC) and also that of a Secure Digital (SD) card. As many system-on-chip environments
support a direct connection to the Secure Digital Input Output (SDIO) bus, it allows for an easy and direct interface to the
eMMC chip.

Comparison of eMMC to Other Flash Types

eMMC is similar to other types of flash, such as NAND and NOR, but is unique in that it contains not only the flash
memory but also an integrated flash controller. This allows eMMC to self manage typical flash issues, such as bad blocks,
and conduct life lengthening techniques, such as wear leveling, typically done externally with NAND without a device
manufacturer having to write a single line of code.

Figure 1: NAND vs eMMC™
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As illustrated above, NAND flash requires traces routed to an external controller leading to a more complex
design and higher part count while eMMC contains both within the same silicon die. This eMMC integration leads to a less
complex design that requires fewer communication lines and allows for easier communication. Additionally, the integration
allows for reading and writing to flash without having to account for modifying error correction data, which the controller
handles.

Identifying eMMC flash

Identifying eMMC flash can be challenging but there are a few key indicators which can help identify the type of flash
memory inside the device. The location of the flash memory on the board, package type, markings/silkscreening, chip
manufacturer, and electrical lines can all help to identify eMMC flash memory.

® http://www.kingston.com/us/embedded/emmc
10 http://www.micron.com/products/nand-flash/choosing-the-right-nand



Some devices feature a System on Chip (SoC), which is the main CPU coupled with 1/O interfaces within the package.
Nearby, devices will often feature some type of memory (RAM), input/output at a high level (USB, Ethernet, or video
output), and some type of flash memory chip. On occasion, the flash may be on the opposite side of the circuit board
requiring full documentation of all large components on the board. Locating the memory chip on the board is integral in
determining if the device is using eMMC flash.

Flash can come in several packages however, we will focus on two: Ball Grid Array (BGA) and Thin Small Outline
Package (TSOP). eMMC flash is typically found in the BGA form factor (Figure 2) which features a grid of circular pads
beneath a thin layer of silicon. Other package types for flash memory may include TSOP which is very commonly used for
NAND (Figure 3).

Figure 2: eMMC Flash in Ball Grid Array Package

Another mechanism for identifying both the eMMC chip and eventually the data lines are the markings on the
board (the silk-screen layer). In some cases, engineers will clearly identify an integrated circuit (IC) as an “eMMC flash”
with all of the data lines labeled, while others may only have a designator such as “U2”. Expanding on this, some
manufacturers can place stickers with a software revision on top of the flash chip which can obfuscate any other labeling
but may provide other clues on identification. Although such revisioning information such as stickers or colored paint can
get in the way, they provide quite an obvious clue that software is contained within the chip.

Figure 4: Toshiba eMMC Flash - THGBM5G6A2JBAIR



While looking at the suspected chip, the top line of the labeling will, in most cases, be the manufacturer's name
with the line below being the part number. With a bit of research, this part number can be used to correctly identify critical
information such as the flash type and pad layout. For example, in the above (Figure 4), the BGA eMMC chip that is
shown is made by Toshiba and has the part number “THGBM5G6A2JBAIR”. In most cases, the end of the part number is
used to identify the size, package, heat, lead, and date of manufacture parameters. Usually, these letters and numbers
will not appear within a data sheet; therefore, if no results are found for the entire line when searching for the chip,
continue trying queries by removing alphanumerics at the end. In the above example, searching for the full part number
on the internet found a result containing the datasheet. The datasheet indicated the flash type as well as details on the
communication requirements and layout'".

eMMC Devices

Now that we have found a datasheet for the eMMC chip, we can see how its pads are laid out. Often, the pinouts for the
main data lines are the same across multiple manufacturers (Figure 5) to allow parts to be interchanged since many
manufacturers require multiple suppliers to ensure supply chain resilience.

Figure 5: eMMC Flash Datasheet - Toshiba THGBM5G6A2JBAIR

" http://www.boardcon.com/download/ THGBM5G6A2JBAIR-19nm-8GB-e-MMC_E_rev0.2_120607.pdf
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Top View

The image above (Figure 5) is shown from a top down view (looking “through” the chip). The NC or “No Connect”
circles in the image are simply present to help secure the chip to the board and provide no meaningful connectivity. The
important circles are highlighted in blue and are required for communication. Specifically, these are DATO to DAT7 (on the
left of Figure 5), as well as the CMD, CLK, VCC, VccQ and VSS.

Finding in-circuit pinouts of eMMC

Taking the most non-invasive approach while attempting to find the in-circuit pinouts of an attached eMMC chip
can be difficult but the process can be simplified. In the datasheet excerpt above (Figure 5), the most salient pieces of
information are that the data lines are located in the lower left side of the footprint, while the CMD and CLK lines are
located in the right side of the footprint.

With a small amount of photo manipulation the background of the above image (Figure 5) can be removed
(Figure 6) and the result is a very usable image that can be overlaid against the original chip (Figure 7).

Figure 6: Manipulating eMMC Pinout from Datasheet in GIMP






